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Records Management Program Maturity Model

Executive Summary

As organizations struggle with the task of managing the masses of electronic and paper-based business
content generated on a daily basis, they need to ensure that the strategy in place efficiently manages
records without putting the organization at risk.

This white paper outlines how Paragon’s Records Management Program Maturity Model can be applied to
help companies evaluate how proactively and effectively they are managing records and the steps they can
take to reach a higher level of maturity that will result in optimal efficiency, reduced risk and greater
compliance across the enterprise.
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Records Management Program Maturity Model

Paragon’s Records Management Maturity Model

The Paragon Records Management Program Maturity Model defines a company’s Records Management
Program’s growth process based on organization, processes, tools & services and risk & compliance. This
maturity model helps our clients identify and quantify their respective phases of maturity as well as aims to
help an organization understand the processes and benefits associated with a move to the next phase. By
understanding the maturity phase of your records management program an organization can better realize
the risks associated with undervalued practices.

Organizations must understand the
advantages of improving and
strengthening their records
management program. Those that
recognize their current state can then
effectively plan to advance their
program on their own terms and not
forced based upon outside issues or
challenges. The following phases
provide you an evolutionary look at
how your organization can go from
your current state through each

Fundamental

phase:
» Phase 1: Initial
» Phase 2: Fundamental
» Phase 3: Defined
» Phase 4. Managed
» Phase 5: Optimized

Assessing your current state of records management is only the start of your journey to a comprehensive
and compliant program. Organization must also determine the tolerable amount of risk and to what Phase
of this maturity model is acceptable.
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Records Management Program Maturity Model

The maturity of an organization is based upon the following components:

Low High

. JOptimized
- /Managed
.Danned

.Fundamerrtal

Risk
Compliance

High Low

Organization, Processes, Tools & Services

Figure 1: Records Management Maturity Model

Organization — What are the components of the record management strategy and how comprehensively
are they defined; what sort of team and organizational infrastructure is available to carry out the record
management initiative; how widely are record management practices actually adopted by management and
the overall organization.

Processes — How well are record management processes defined?

Tools & Services — What tools and technologies are available to carry out its record management
initiative?

Risk & Compliance — How will risk and compliance be addressed and enforced?
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Records Management Program Maturity Model

Records Management Maturity Model Phases

Phase 1 - Initial

In the Initial Phase of the Records Management Maturity Model, an organization has no defined processes
and policies regarding Records Management (RM). Although responsibilities such as storage, retrieval and
destruction may be occurring, it is at the expense of creating overhead responsibilities for business areas.
The records are managed in an ad hoc manner by individual business units. Different business areas
follow different paths to reconcile RM issues creating redundant systems. Business areas will inevitably
operate in a reactive manner attempting to demonstrate “control” over their records. Records Management
may be defined in this level as an end in itself, with limited understanding beyond the immediate business
or project context. This situation puts organizations in an extremely high level of risk for any litigation or

compliance challenges they encounter.

Organization

+ A Records Management (RM) organization
does not exist. Responsibility sits with differing
functions that handle RM in an adhoc fashion
and as overhead responsibilities.

+ Organization relies on personnel who may
follow different paths within each effort to
reconcile records management issues.
Adoption is not a significant issue as most RM
activities are "local” in nature.

+ Compliance and Legal Groups drive own
initiatives to comply with outside challenges
and issues.

+ Executives do not comprehend the extent of
RM issues.

Tools/Services

+ Desktop tools and network tools (shared
drives, electronic repositories, collaborative
space) dominate, but RM considerations do
not exist.

* Records inventories and storage may be
utilized but disparate and inconsistent

+ No Standardized Taxonomy. Departmental
Taxonomy based on business process

« Search capabilities extremely limited. Legal
Holds are managed by individual employees.

+ No Records Inventory or retention schedule
defined. Company maintains a hold
everything mentality

= Scanning /Imaging may be available but
not in a controlled manner

Process

+ Record management processes are not
present. All record management tasks
performed as ad hoc events within business
areas.

+ RM is ad-hoc and department centric with
redundant systems that are prevalent.

+ No definition of record types. Records
Management dependent on author/business
owner interpretation.

+ No Records Management strategy or
awareness. Paper based “practice” with no
defined goals and objectives or path forward.

Risk/Compliance

* Risk : EXTREMELY HIGH. RM issues could lead
to exposure during litigation and compliance
risk with regulatory bodies during audits or
investigations.

+ Business areas are expected to “put out fires”
addressing RM compliance or litigation
driven issues as they occur through a reactive
manual processes

+ No formal RM Training or Awareness. RM
required as part of business processes

+ No formal internal auditing program exists

Figure 2: Phase 1 - Initial
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Records Management Program Maturity Model

Actions to progress to Phase 2:

Due to the risks of Phase 1, actions to mitigate those risks often translate to being the key drivers to
progress to the next level. Companies need to begin to evaluate current business practices around
managing records, assessing the needs and identifying the gaps. Educating executive levels of the
potential or realized risk at this level will help to gain sponsorship.

Phase 2 - Fundamental

When an organization is in Phase 2 — Fundamental, it begins to recognize and understand the records
management issues as they occur. Additionally, the organization comprehends that records management
is critical to its success. Records Management issues are only addressed as major challenges arise. The
organization relies on the business areas with the hope that reacting to the litigation and/or compliance
challenges is enough. Departments required to manage records due to regulatory requirements implement
departmental inventories and taxonomies. Records Management attitudes can shift from a hold everything
mentality, to managing departmental records to retention, as well as conducting Records Cleanouts.
Compliance risk remains high due to limited coordination between Compliance, Legal and RM groups, and
the organization is in a reactive mode with regard to compliance and outside challenges.
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Records Management Program Maturity Model

Organization

* Informal RM function begins to form but
roles and responsibilities not well defined or
assigned.

+ Organization identifies RM tasks to personnel
who may follow different paths within each
effort to reconcile records management
issues. Adoption is not a significant issue as
most RM activities are ‘local’in nature

+ Some coordination between Compliance and
Legal groups however RM late to the game

+ Executives begin to understand RM issues,
but it's not a priority

Tools/Services
+ Desktop tools dominate, and are often tweaked

or manual work around exists to meet RM needs.

Tools available, but no formal procedures exist

* Disparate inventories (spreadsheet, databases,
etc.) exist to manage records storage

+ Taxonomy drafted based upon business units
and department taxonomy requirements

= Search capabilities limited to individual
inventory systems and desktops. Dependent on
administrator and end users

* Disparate Records Inventory and Retention
Schedule in place however only accounts for
physical assists

* Scanning /Imaging are used based on
department needs

Process

* RM specific processes exist, but not formally
proceduralized. Most RM activity centered
on annual records clean out. All other RM
tasks performed as ad hoc.

« RM is disparate processes. RM pervasiveness
is limited to compliance driven departments.

+ Some definition of record types. Records are
managed by business areas alone.

+ Limited RM strategy or awareness. RM policy
exists covers all media but only applies to
paper. Goals and objectives ad-hoc. Records
are managed by business alone.

Risk/Compliance

+ Risk : HIGH. As the RM functions develops,
ability to identify and anticipate compliance
risk with regulatory bodies during audits,
investigations, but increased vulnerability of
exposure to risk.

+ Segmented reactive approach to RM
compliance or litigation driven issues

+ Informal local “Quality Check” events may
occur but not formalized

Figure 3: Phase 2 - Fundamental

Actions to move to Level 3:

At maturity Phase 2 — Fundamental, records management solutions are disconnected and disparate. The
catalyst for progressing to Phase 3 — Defined, is often a strategic vision by certain executives that better
recognize that records management processes can lead to tangible business results and better compliance.
The key for this successful transition is that organizations must determine how the Records Management
program will be resourced and supported as well as companies have to integrate processes and systems
that are intuitive and comprehensive. Organization must also begin to formally establish and enforce
records management policies and procedures at an enterprise level. To ensure that policies are
promulgating within the business areas, some level of compliance enforcement is necessary. To
perpetuate the enterprise wide adoption of Records Management, business areas need to identify Records
Coordinators/Subject Matter Experts to facilitate core RM programs in their areas.
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Records Management Program Maturity Model

Phase 3 - Defined

Reaching Phase 3 — Defined, is a shift from looking at Records Management as a series of tactical projects
and moving to a comprehensive, enterprise-wide program. Endorsement from executive management and
buy-in from all business area functions will propel the program in creating more consistent and reliable

support for the enterprise.

Organization

- Formal RM function exists with a Records
Manager, roles and responsibilities are
developed. Coordinators are assigned as the
RM SME for their respective unit.

= Organization develops consistent approach
to reconcile records management issues.
Adoption is not a significant issue as most RM
processes are established.

- Reactive relationship between Compliance,
Legal, IT and RM groups based upon
challenges or issues

« Executives understand and support needs to
address RM issues. Governance is forming.

Tools/Services
« Desktop tools integrated with RM tools.

Network tools are applied based on procedures.

= Majority of inventories have been
consolidated into a centralized ERMS

- Centralized taxonomy that reflects that
businesses unique process and organizational
configurations

« Increased search capabilities limited to ERMS
database. Ability to apply selective holds
within central repository

« Central Records Inventory and Retention
Schedule in place and includes all record
formats

+ Scanning /Imaging processes are defined,
more common

Process

* RM specific processes exist, formally
proceduralized. Including all record formats

+ Unified RM processes developed. RM
pervasiveness more prevalent across
enterprise.

* Record types are defined across the
enterprise.

* Organizational awareness of RM strategy.
Goals and objectives develop. Records
are managed by unified RM policy and
procedure.

Risk/Compliance

* Risk : MEDIUM. Processes have been defined
to reduce exposure to risk. Lack of internal
enforcement could lead to exposure during
litigation. Compliance risk with regulatory
bodies during audits, investigations are
mitigated based on procedures and through
internal audits.

« Unified responsive approach to RM
compliance or litigation driven issues, support
of company initiatives still remain reactive.

« Central Training Program that covers
all aspects of the Corporate Policies and
Procedures

+ Formal internal auditing programs developed.

_ RMincluded as part of QA auditing program

Figure 4: Phase 3 — Defined

Actions to move to Phase 4:

Advancing to the Managed Phase is as much a culture shift as it is an evolution of people, process and
technology. The culture shift starts to change people’s behavior, while new and better processes and
technologies give them a better framework for managing their records.
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Records Management Program Maturity Model

Phase 4 - Managed

Reaching Phase 4 — Managed of the maturity model gives companies the ability to avoid risk and respond
to litigation or compliance challenges. At this level, Records Management starts to play a critical role with
an organization, as company records management programs facilitate in helping organization conduct
business more efficiently and effectively. As a company matures, they receive more tangible value from
consistent, unified, accurate and reliable policies to manage records. Additionally, the Records
Management Program is a key component to the eDiscovery lifecycle by maintaining current and accurate
eRecords and systems inventory, as well as managing company records to retention.

Organization

+ Defined and resourced RM organization in
place with well defined roles and
responsibilities. Coordinators are accountable
as the RM SME for their respective unit.

+ Organization defines policy to proactively
approach all records management issues.
Adoption is not a significant issue as RM
policy is inherent.

« Strong relations between Compliance, Legal,
IT and RM groups to respond to compliance
challenges or issues

= Executives endorse the RM program.
Governance board includes key executive
participation.

Tools/Services

+ Desktop tools integrated with RM tools.
Network tools consolidated are applied based
on procedures.

+ More systems identified and migrated/
integrated to central repository to manage
retention. Seamless integration with ECM

« Enterprise level Taxonomy and standardized
metadata. High level classification to manage
information throughout its lifecycle

« Enterprise search capabilities allows to apply
litigation holds on all related content

+ Formal processes govern the management
of the Records Inventory and Retention Schedule

+ Scanning /Imaging processes are defined,
embedded in business processes

Process

* RM specific processes exist, formally
proceduralized and enforced

+ RM processes are formally proceduralized.
RM is enterprise centric

* Record types are managed across the
enterprise

+ RM Strategy formally adopted. Enterprise
wide awareness of RM strategy. Goals
and objectives are defined. Records are
managed by enterprise policy and procedure

Risk/Compliance

* Risk : MEDIUM TO LOW. Processes and
internal enforcement have been defined
to reduce exposure to risk. Compliance
risk with regulatory bodies during audits,
investigations are mitigated based on
procedures and through internal audits

* Proactive approach to RM compliance
or litigation driven issues, integrated into
support of company initiatives

« Comprehensive training programs and
communication strategy. Enforcements
and monitoring of training

* Formal RMP internal auditing programs
implemented and established

Figure 5: Phase 4 - Managed
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Records Management Program Maturity Model

Actions to move to Level 5:

To reach Phase 5 — Optimized, the Records Management Program foundation was built in the previous
levels. Reaching Optimization of the program comes with the evolution of the people in the organization.
Implementation of the program must be continuous and consistent, primarily by documenting and
replicating best practices throughout the enterprise to reach the pinnacle of the Records Management

Maturity Model.

Phase 5 - Optimized

In Phase 5 — Optimized, records management is an integral part of all business processes and is
promulgated throughout the enterprise. Continuous validation efforts will ensure that the Record
Management Program remains flexible to the changing needs of the company and industry.

Organization

* Records Management organization is a
recognized core enterprise function.

* Records management practices part of
organizational orientation, and also built
into all business processes. Rules based
dissemination of all records

= Seamless interaction between Compliance,
Legal, IT and RM groups. Proactive state

* Enterprise level RM strategy drives business
area practices.

Tools/Services

« Enterprise level technology platform,
customized if necessary to meet unit needs.

* ERMS integrated with high risk, high valued
business process systems. Desk top
integration of content/records management
tools.

= On going maintenance state

* Enterprise search capabilities allows to
apply litigation holds on all related content
across high risk repositories

+ Continued seasoning and maintenance of
records inventory and schedule

+ Almost all critical information available
digitally

Process

* All records management processes
documented and integrated as part of
business process documentation

* Full integration between business and record
management processes; no duplication
and/or record management overhead on top
of business effort.

Risk/Compliance

* Risk : LOW. Records management protocols
play a part in meeting regulatory/
compliance needs.

* Discernible impact on company initiatives.

+ Organization wide training program and
communication strategy with built in check-
n-balances

* Formal RMP internal auditing program
enforcement

Figure 6: Phase 5 - Optimized
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Records Management Program Maturity Model

In Conclusion

Firms need an actionable plan to meet demands for corporate accountability. Paragon’s Records
Management Maturity Model aligns the business to where it needs to be and moves toward protecting the
organization from exposure for non-compliance.

By examining all four aspects: organization, process, tools/services and risk/compliance through five
phases, the organization gets a holistic and managed approach that delivers compliance and cost
management.

About the Author — Douglas J. Vargo

Douglas J. Vargo has more than ten years experience in the information technology (IT) and life sciences
industries specializing in applying FDA compliance and validation requirements to IT solutions, quality
assurance and control evaluation, and document management processes, including developing
methodologies for the planning, design development and deployment of Records Management Systems.
He has lectured for various educational institutions on FDA regulatory requirements and procedures for
establishing good documentation and records management practices. Mr. Vargo is currently principal
consultant responsible for leading Paragon Solutions’ records management offering within the life sciences
vertical.

About Paragon’s Life Sciences Records Management

Paragon’s Life Sciences Enterprise Content Management practice established a records management team
in 2007 to assist firms in finding solutions to efficiently and systematically handle the identification,
classification, retrieval, archiving, preservation and destruction of both paper and electronically generated
business records to effectively respond to corporate initiatives and compliance mandates.

For more information, please visit the Paragon Web site at www.consultparagon.com or call,
1.800.462.5582.
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